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Daily Overview

The New York Times reports new state laws, intended to increase security since September
11, 2001, are tightening rules for legal and illegal immigrants alike, and not only those from
Arab and Muslim nations viewed as potential sources of terrorists.  (See item 17)

• 

Microsoft has released "Security Bulletin MS03−021: Flaw In Windows Media Player May
Allow Media Library Access (Moderate)" and recommends that system administrators install
the patch on a schedule consistent with their practices.  (See item 19)

• 

Microsoft has released "Security Bulletin MS03−022: Flaw in ISAPI Extension for Windows
Media Services (Important)" and recommends that system administrators install the patch on a
schedule consistent with their practices.  (See item 20)

• 

DHS/IAIP Update Fast Jump

Production Industries: Energy; Chemical; Defense Industrial Base

Service Industries: Banking and Finance; Transportation ; Postal and Shipping

Sustenance and Health: Agriculture ; Food; Water; Public Health

Federal and State: Government; Emergency Services

IT and Cyber: Information and Telecommunications; Internet Alert Dashboard

Other: General; DHS/IAIP Web Information

Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: Elevated, Cyber: Elevated
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − http://esisac.com]

1. June 25, CBS News — Security beefed up at nuke labs. Energy Secretary Spencer
Abraham on Tuesday ordered a broad overhaul of security at the nations' nuclear
weapons labs where lapses have ranged from misuse of credit cards and missing
computers to guards who were found asleep on duty. The labs are in the middle of another
uproar over security and one congressman says their managers have failed to grasp "the stern
realities" of today's increased threats from terrorists. A congressional report said that
long−term security upgrades necessary to meet the increased terrorist threat since
September 11, 2001, are not expected to be fully in place and tested at the department's
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nuclear weapons complex for two to five years. Security embarrassments have afflicted all
three major nuclear weapons labs −− Sandia and Los Alamos in New Mexico and Lawrence
Livermore in California −− in recent months. The full text of the report is available at
http://www.gao.gov/cgi−bin/getrpt?GAO−03−471
Source: http://www.cbsnews.com/stories/2003/06/25/national/main56033 2.shtml

2. June 24, Reuters — Ontario faces power shortage with nukes still down. Ontario faces
electricity shortages in the next few weeks because of delays in restarting nuclear power
plants, spelling another summer of tight supplies in Canada's biggest power market,
officials warned on Tuesday. The Independent Electricity Market Operator, which oversees the
province's power grid, said Ontario faces a tight supply situation similar to last year, and likely
will have to import power to meet demand during periods of hot weather. Toronto and southern
Ontario were blanketed by their first summer heat wave this week, with high humidity and
temperatures rising to 33 C (91 F). Ontario, home to more than 11 million people and
Canada's industrial heartland, has been hit by rising electricity rates and tight supplies
following a botched attempt at deregulation. Last July, the agency was forced to warn
residents to reduce power consumption when a heat wave drove up demand for electricity and
overloaded transformers −− causing some power outages in the Toronto area.
Source: http://hsweb01.screamingmedia.com/PMA/pma_newsarticle1_natio
nal.htm?SMDOCID=reuters_pma_2003_06_24_eng−reuters_pma_ONTAR
IO−FACES−POWER−SHORTAGE−WITH−NUKES−STILL−DOWN&SMContentSet=0

3. June 24, Reuters — NRC inspects cracks at Exelon Illinois nuke. The Nuclear Regulatory
Commission (NRC) is inspecting an Exelon Corp. nuclear power plant in Illinois to find what
caused cracks in equipment inside a reactor vessel, the NRC said on Monday. The cracks were
discovered by utility subsidiary Exelon Generation Co. on June 12 at the twin−reactor
Quad Cities power plant in Cordova, Illinois, the NRC said in a statement. The cracks
were found in part of the Unit 2 steam dryer, which is inside the reactor vessel above another
piece of equipment called a steam separator and the nuclear fuel. The NRC, which regulates
the nation's 103 atomic power units, said there was no release of radioactivity from the
steam dryer and no hazard to plant workers or the public. The agency's inspection team,
which includes metallurgical experts, will review the causes of the cracks and evaluate Exelon's
repair plans. It will also weigh the potential for the cracking problems to occur at similar
nuclear plants, the NRC said. The Quad Cities station can generate more than 1,700 megawatts
of electricity, or power for about 1.7 million homes. The nuclear power industry has been
wrestling with cracking problems in reactor vessel heads after severe corrosion was
discovered last year at a FirstEnergy Corp. power plant in Ohio.
Source: http://www.energycentral.com/sections/news/nw_article.cfm?id =3943133

4. June 24, Financial Times — Gas shortage threat to loan repayment. The critically short
supply of natural gas in the United States is putting additional pressure on energy
companies, already on life support following the collapse of Enron. The independent power
producers have $60bn in refinancing outstanding, said Dennis Eklof, executive managing
director of Global Insights Energy Group, an economic research and consulting firm. They have
been counting on profits from natural gas−fired plants to help pay off massive loans and enable
them to continue to function. But with the natural gas shortage forcing prices up to 700 per
cent higher than three years ago, such companies are finding it difficult to repay loans.
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Many power producers have failed to pass on these price hikes to customers typically statesÊ as
increasing costs requires approval from state regulators. Rising prices are not the only concern.
Andrew Weissman, chairman of Energy Ventures Group, an energy information technology
company, said more than $100bn in gas−fired power plants had been built in the past four
years, yet supply of gas was inadequate to run them at capacity.
Source: http://news.ft.com/servlet/ContentServer?pagename=FT.com/Sto
ryFT/FullStory&c=StoryFT&cid=1054966382402&p=1012571727304

5. June 24, Business Wire — NYPA selects proposals for wind power purchases to help
support two projects upstate. The New York Power Authority (NYPA) has selected
proposals from two wind power developers for purchase of up to 50 megawatts (mw) of
electricity from projects to be built in Western New York and the Finger Lakes region, as
part of the state's efforts under Governor George E. Pataki to promote environmentally clean
power, a more diversified mix of electric−generating facilities and reduced dependence on
foreign oil. The NYPA Trustees, meeting at the Richard M. Flynn Power Plant here Tuesday,
authorized Power Authority staff to proceed with final negotiations and execution of
agreements with Chautauqua Windpower, LLC, and Windfarm Prattsburgh, LLC, for them to
provide wind energy for the 10−year period beginning January 1, 2005. "Wind energy
potential in various parts of New York State, combined with continued improvements in
the technology, support development of this renewable source of power," said Louis P.
Ciminelli, NYPA chairman. "The benefits go well beyond improved air quality and energy
security, since new wind turbine generators also mean more construction jobs and increased
revenues for landowners, businesses and local governments."
Source: http://hsweb01.screamingmedia.com/PMA/pma_newsarticle1_natio
nal.htm?SMDOCID=comtex_2003_06_24_bw_0000−3249−ny−nypa&SMCon tentSet=0

[Return to top]

Chemical Sector

Nothing to report.
[Return to top]

Defense Industrial Base Sector

Nothing to report.
[Return to top]

Banking and Finance Sector

6. June 25, Baltimore Sun — Bill would let retailers handle banking accounts. A bill before
Congress would make it possible for retailers and others to own their own bank with branches
all over the country. The proposed changes in federal banking laws would blur the lines
between commercial enterprises and financial institutions by allowing companies to buy
entities known as industrial loan companies (ILCs) and branch them out to other states.
ILCs are niche financial institutions that are found in a handful of states. Federal law doesn't
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allow ILCs to move beyond state lines, but the proposed law would lift restrictions on
such moves and eliminate states' abilities to restrict out−of−state banks from setting up
shop. Because ILCs are creations of state governments, what they are allowed to do varies from
state to state. In general, they were created with limited lending abilities to serve areas
traditional banks had neglected.
Source: http://www.sunspot.net/business/bal−bz.banking25jun25,0,4142
582.story?coll=bal−business−headlines

7. June 25, Associated Press — Fed cuts rates by quarter point to lowest level in 45 years. The
Federal Reserve cut a key short−term interest rate Wednesday by a one−quarter
percentage point to its lowest level in 45 years. The aim is to energize consumer spending
and business investment and help the economy snap out of a funk. Federal Reserve
Chairman Alan Greenspan and his Federal Open Market Committee colleagues reduced the
federal funds rate from 1.25 percent to 1 percent, the lowest level since 1958. The funds rate −−
the interest banks charge each other on overnight loans −− is the Fed's main lever for
influencing the economy. The action marks the first reduction to the funds rate since
November and the 13th since January 2001, when the Fed embarked on an aggressive
rate−cutting campaign to rescue the economy from a developing recession and the fallout
from the September 11 terror attacks. With the lowering of the funds rate on Wednesday,
commercial banks were expected to cut their prime lending rates −− the benchmark for many
consumer and small−business loans −− by a similiar quarter point, from the current rate of 4.25
percent to 4 percent, the lowest level since May 15, 1959 The Fed's next meeting is Aug. 12.
Source: http://www.nytimes.com/2003/06/25/business/25WIRES−FED.html

[Return to top]

Transportation Sector

8. June 25, Associated Press — Ship captain explains detour to Greece. For weeks, the creaky
Balkan Sky languished off the Turkish coast waiting for orders to set sail for Sudan with tons of
explosives. Then came a telex from the ship's Irish owner: Forget Africa and divert the cargo to
a remote Greek port. But Capt. Anatoliy Baltak of Ukraine, who gave the account
Wednesday, claimed he and his crew had no idea they were breaking the law when they
sailed into Greek waters and straight into a team of waiting commandos − who had been
tipped off about the ship by a NATO anti−terrorist task force. "I didn't think I was doing
something illegal," Baltak said in his first public comments on the vessel's nearly six−week
voyage. "It didn't even cross my mind that terrorism was an issue." Baltak said he had no
explanation for the detour to Greece and believed the owners had notified Greek authorities.
"The ship owner is responsible for everything," Baltak told reporters. That explanation,
however, was not enough for Magistrate Olga Arslanoglu. After a closed−door hearing,
Baltak and his crew of four Ukrainians and two Azerbaijanis were ordered jailed pending
a full investigation. Baltak told reporters he took command of the ship June 3 in Istanbul,
Turkey, and had documents for the explosives. He had papers showing the cargo was for a
Sudanese company. H
Source: http://www.kansascity.com/mld/kansascity/news/breaking_news/ 6165805.htm

9.
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June 25, Associated Press — Smart cars, smart roads can help drivers. Federal highway
officials think they've found a way to prevent thousands of traffic accidents every year:
"smart intersections" that warn drivers they're about to run a red light or smash into a
truck. Federal Highway Administration officials believe it will prevent thousands of
traffic accidents every year. Much testing remains to be done, and drivers probably won't see
smart intersections for another five years, say highway officials. The newly paved intersection
at the administration's Highway Research Center includes traffic signals, an advanced traffic
controller system and two roads from nowhere converging in the middle of the agency's office
campus in this Washington suburb. The technology isn't all that new, say highway officials.
Already on the road are smart cars and trucks that alert somnolent drivers, call for help
in an accident and even take over some of the driving. What is new is behavioral research
into how people interact with traffic signs and warning systems in their cars. Engineers are
experimenting with bells, speech−related devices and systems that make cars shake as if they're
driving over a rumble strip, Paniati said.
Source: http://www.nytimes.com/aponline/technology/AP−Smart−Intersec tions.html

[Return to top]

Postal and Shipping Sector

10.June 25, Bureau of Customs and Border Protection — Container Security Initiative
implemented at Italian port of La Spezia. U.S. Customs and Border Protection (CBP)
Commissioner Robert C. Bonner announced that the Container Security Initiative (CSI)
became operational on Wednesday at the port of La Spezia, Italy. The port of La Spezia is
the 15th CSI port to become operational. Italian government officials are responsible for
screening any container identified jointly with CBP officers as a potential terrorist risk.
Containerized shipping is a critical component of global trade because most of the international
trade moves or is transported in cargo containers. About 90 percent of all world cargo moves by
container. In the United States, almost half of incoming trade (by value) arrives by containers
on board container ships.
Source: http://usinfo.state.gov/cgi−bin/washfile/display.pl?p=/produ
cts/washfile/latest&f=03062502.wlt&t=/products/washfile/news item.shtml

[Return to top]

Agriculture Sector

11.June 25, Agriculture Online — Colorado wheat suffering new strain of old pest. A new
strain of Russian wheat aphid has been identified by Colorado State University, and is
causing crop losses. The original strain of the bug entered Colorado in 1986. Since then the
pest has cost the state's 14,000 wheat growers more than $132 million in crop losses and
insecticide controls. This year the biotype B aphid is attacking all wheat varieties
developed to be resistant to the original strain of the insect, especially in central and
southern Colorado. Farmers in Colorado can manage aphids with a combination of predatory
insects, judicious use of insecticides, controlling weeds that host the insect, and by planting
resistant varieties.
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Source: http://www.agriculture.com/default.sph/AgNews.class?FNC=goDe
tail__ANewsindex_html___50155___1

12.June 25, Gainesville Times — CD offers poultry cleanup guidelines. The U.S. Poultry &
Egg Association is releasing a CD−ROM next week that will offer biological security
training for poultry operations. "Biosecurity" has been an industry buzzword over the
past few years, but it should be a top priority due to recent poultry disease outbreaks in
the United States, Europe, and Asia. The information on the CD was developed with input
from experts in poultry disease throughout the U.S., according to Dr. Charles Beard, the
association's vice president of research and technology. "Although it is certainly not 'perfect'
yet, it is time to get the CD in the hands of the industry," he said recently. "They can reap its
benefits as they use the only bullet they have to counter these disease threats, which is to simply
keep infectious disease out of their flocks and keep it from spreading if it is introduced into
their complex." The CD is free.
Source: http://www.gainesvilletimes.com/news/stories/20030625/localn ews/539727.html

[Return to top]

Food Sector

Nothing to report.
[Return to top]

Water Sector

Nothing to report.
[Return to top]

Public Health Sector

13.June 25, Reuters — South China reports new SARS case. China has reported its first case
of Severe Acute Respiratory Syndrome (SARS) for two weeks but the World Health
Organization (WHO) said there was no cause to worry about a fresh outbreak of the
deadly disease. The case in the southern province of Guangdong, where the deadly virus first
appeared last year and which had gone weeks without a confirmed infection, had originally
been classified a suspected case, the official Xinhua news agency quoted the Ministry of Health
as saying Wednesday. "We're not worried about it because that case was listed as a
probable case," said Bob Dietz, the World Health Organisation spokesman in Beijing.
"Our greater concern is if we see a case occur within the general population, rather than
someone who is in a hospital setting already and already is believed to have SARS."
Source: http://edition.cnn.com/2003/WORLD/asiapcf/east/06/25/sars.ch ina.reut/

14.June 25, Associated Press — FDA approves human testing of anthrax drug. A
Maryland−based pharmaceutical company says it has been cleared by the U.S. Food and
Drug Administration (FDA) to start human tests of a drug that blocks the toxins released
by the deadly anthrax bacteria. Current treatments are limited to preventive vaccines,
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that must be administered weeks before exposure, and antibiotics that can kill the
bacteria but don't treat the effects of the toxins. But the company's CEO says the market for
the drug is limited. The company will only go forward with mass production if the government
agrees to buy the drug.
Source: http://www.washingtonpost.com/wp−dyn/articles/A30974−2003Jun
25.html?nav=hptoc_h

15.June 24, Reuters — Vaccination for smallpox is rated safe. The Pentagon's campaign to
vaccinate half a million military personnel against smallpox has produced few serious
adverse reactions and is basically safe, a military study published Tuesday found. Over
five and a half months beginning in mid−December, the Defense Department administered
450,293 smallpox vaccinations. "Most adverse events occurred at rates below historical rates,"
the authors, John Grabenstein of the Military Vaccine Agency and William Winkenwerder,
assistant secretary of defense said. "Our experience suggests that broad smallpox
vaccination programs may be implemented with fewer serious adverse events than
previously believed," they concluded. The program exempted pregnant women, people with
weakened immune systems, and those with chronic skin diseases. People at risk of heart disease
were also excluded after several cases of myopericarditis developed after vaccination, and
following the deaths of three people from heart attacks shortly after their vaccinations.
Source: http://www.nytimes.com/2003/06/25/health/25POX.html

[Return to top]

Government Sector

16.June 25, Associated Press — House OKs $29.4B for Homeland Agency. The House of
Representatives voted 425−2 on Tuesday to approve the legislation, which increases
spending for state and local emergency workers, steps to thwart bioterrorists and port
protection. "The House has fulfilled our promise to better secure America by ensuring the
Department of Homeland Security has the tools it needs to thwart terrorist activity," House
Speaker Dennis Hastert, (R−IL), said after the vote. The measure would finance the 22
agencies −− and more than 170,000 workers −− merged into a new Cabinet−level
department by legislation enacted last November. The department includes the Coast
Guard, Transportation Security Administration, Customs Service and Border Patrol −−
but not the FBI or CIA.
Source: http://www.nytimes.com/aponline/national/AP−Homeland−Securit y.html

17.June 25, New York Times — Immigrants feel the pinch of post−9/11 laws. In Virginia, a new
state law, one of many intended to increase security since September 11, 2001, is squeezing
legal and illegal immigrants alike, and not only those from Arab and Muslim nations viewed as
potential sources of terrorists. Last month, officials tightened rules that require applicants
to prove they have residences in the state; come January, anyone who cannot prove he or
she is in Virginia legally will not qualify for a license. Across the United States, state and
federal officials acting out of concern for national security are applying post−9/11
measures in a way that affects a broad cross−section of illegal and legal immigrants. West
Virginia and Utah have recently enacted laws that will prevent or make it difficult for illegal
immigrants to get licenses, according to the National Conference of State Legislatures.
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Legislators in Georgia blocked a measure that would have eased such rules. All told, more than
a dozen states have considered such legislation this year, sending waves of anxiety coursing
through Hispanic and Asian communities. Last month, for instance, about 600 Alabama
state police officers sat down for their first classes in civil immigration law. By the end of
the year, officials say, a small team of local police officers there will have the power to
arrest illegal immigrants for the first time in recent memory.
Source: http://www.nytimes.com/2003/06/25/national/25IMMI.html

[Return to top]

Emergency Services Sector

Nothing to report.
[Return to top]

Information and Telecommunications Sector

18.June 25, eSecurity Planet — 'Free flight' e−mail hoax serves as security warning. An e−mail
chain letter is tricking people into wasting their own time, cluttering corporate inboxes around
the country and hogging up valuable bandwidth. Anti−virus software company Sophos, Inc. is
reporting the Free Flight chain e−mail is convincing people that British Airways is giving
away free plane tickets to anywhere in the world to anyone who forwards the email to 10
or more people. The e−mail claims that it is encouraging more people to fly, following a
downturn in the airlines industry because of concerns about the SARS virus and the war in Iraq.
It also contends that the airline is working in conjunction with Microsoft, monitoring the
distribution of the message. ''There's no malicious content. It won't cause damage to the
system," says Chris Belthoff, a senior security analyst with Sophos.
Source: http://www.esecurityplanet.com/trends/article.php/2227331

19.June 25, Microsoft — Microsoft Security Bulletin MS03−021: Flaw In Windows Media
Player May Allow Media Library Access. A flaw exists in the way in which the ActiveX
control included with Windows Media Player 9 Series provides access to information on
the user's computer. An attacker could invoke the ActiveX control from script code, which
would allow the attacker to view and manipulate metadata contained in the media library on the
user's computer. An attacker could also embed a link to a malicious site in an HTML e−mail
and send it to the user. After opening the e−mail, the site could be visited automatically
without further user interaction. The attacker might also be able to determine the user name
of the logged−on user by examining the directory paths to media files. Microsoft has assigned
a risk rating of "Moderate" to this issue and recommends that system administrators install
the patch on a schedule consistent with their practices.
Source: http://www.microsoft.com/technet/treeview/default.asp?url=/t
echnet/security/bulletin/MS03−021.asp

20.June 25, Microsoft — Microsoft Security Bulletin MS03−022: Flaw in ISAPI Extension for
Windows Media Services Could Cause Code Execution. Microsoft Windows Media Services
contains support for multicast streaming. Windows 2000 includes a logging capability which is
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implemented as an Internet Services Application Programming Interface (ISAPI)
extension−−nsiislog.dll. When Windows Media Services are added through add/remove
programs to Windows 2000, nsiislog.dll is installed in the Internet Information Services (IIS)
Scripts directory on the server. There is a flaw in the way nsiislog.dll processes incoming
client requests. An attacker could send specially formed HTTP request to the server that
could cause IIS to fail or execute code on the user's system. Microsoft has assigned a risk
rating of "Important" to this issue and recommends that system administrators install the
patch on a schedule consistent with their practices.
Source: http://www.microsoft.com/technet/treeview/default.asp?url=/t
echnet/security/bulletin/MS03−022.asp

21.June 24, The Register — MS worker 'ran' $17m software racket. A Microsoft worker has
been charged with stealing $17 million of software from Microsoft's internal store. Richard
Gregg, a Windows program coordinator, has pleaded not guilty to 62 counts of mail and
computer fraud. From January to October 2002, Gregg allegedly ordered 5,436 copies of
software such as Windows XP, SQL Server, Exchange and Office which he subsequently
resold.
Source: http://theregister.co.uk/content/51/31391.html

Internet Alert Dashboard

Current Alert Levels

AlertCon: 1 out of 4
https://gtoc.iss.net

Security Focus ThreatCon: 1 out of 4
http://analyzer.securityfocus.com/

Current Virus and Port Attacks

Virus: #1 Virus in the United States: WORM_LOVGATE.F
Source: http://wtc.trendmicro.com/wtc/wmap.html, Trend World Micro Virus
Tracking Center
[Infected Computers, North America, Past 24 hours, #1 in United States]

Top 10 Target Ports 137 (netbios−ns), 80 (www), 1434 (ms−sql−m), 445
(microsoft−ds), 4662 (eDonkey2000), 6346
(gnutella−svc), 113 (ident), 139 (netbios−ssn), 41170
(−−−), 9007 (−−−)
Source: http://isc.incidents.org/top10.html; Internet Storm Center

[Return to top]

General Sector

22.June 25, VOANews.com — Wildfire threatens Albuquerque, New Mexico. The blaze that
leapt across the Rio Grande river has burned almost 250 hectares of land along the river
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so far and shut down Interstate 40 for several hours. The cause of the Albuquerque blaze
is still being investigated, but Mayor Martin Chavez says it appears the fire was started
by fireworks. New Mexico Governor Bill Richardson has declared a state of emergency. In
neighboring Arizona, some 1,200 firefighters are reporting progress in battling the blaze
that raged through resort areas on Mount Lemmon near the state's second−largest city,
Tucson. U.S. forest officials say the fire has so far blackened more than 10,000 hectares of land
and destroyed more than 300 houses. They say the blaze is now 25 percent contained.
Source: http://www.voanews.com/article.cfm?objectID=701FA500−8868−41
D3−9D8142B1D36650D3

23.June 25, CBS News — More twisters torment Midwest . Tornadoes and severe storms
lashed several Midwestern states Tuesday night, leveling buildings and causing at least
some injuries. In Minnesota, a tornado hit Buffalo Lake, and a dispatcher with the Renville
County Sheriff's Department said there were minor injuries. Emergency crews were doing a
house−to−house check to look for more victims. Strong thunderstorms battered much of
eastern South Dakota, where tornado warnings were issued. The town of Manchester was
"virtually leveled," said a spokesman for Gov. Mike Rounds. Homes and buildings were
gone and streets were torn up, but no injuries were reported. Authorities in Nebraska reported
several tornadoes Tuesday night, including three in Rock County in the north−central part of
the state. Two deaths from tornadoes have been reported in Nebraska this week. On
Monday, a tornado struck Coleridge in northeastern Nebraska, killing a man. On Sunday,
storms spawned twisters in the southern part of the state. One man died in Deshler. The
two deaths in Nebraska this week are the first tornado fatalities in the state since 1988.
Source: http://www.cbsnews.com/stories/2003/06/23/national/main55983 3.shtml

24.June 25, CNN — Nuke component unearthed in Baghdad back yard. The CIA has in its
hands the critical parts of a key piece of Iraqi nuclear technology −− parts needed to develop a
bomb program −− that were dug up in a back yard in Baghdad, CNN has learned. The parts
were unearthed by Iraqi scientist Mahdi Obeidi who had hidden them in his back yard
under a rose bush 12 years ago under orders from Qusay Hussein and Saddam Hussein's
then son−in−law, Hussein Kamel. U.S. officials emphasized this was not evidence Iraq had a
nuclear weapon −− but it was evidence the Iraqis concealed plans to reconstitute their
nuclear program as soon as the world was no longer looking. Obeidi told CNN the parts of a
gas centrifuge system for enriching uranium were part of a highly sophisticated system he was
ordered to hide to be ready to rebuild the bomb program. Centrifuges are drums or cylinders
that spin at high speed and separate heavy and light molecules, allowing increasingly enriched
uranium to be drawn off. Obeidi also said other Iraqi scientists were watching to see if he
was safe after he cooperated with the U.S. government. Now that he is safe, Obeidi said he
believes other scientists would come forward with other components of Iraq's weapons
program.
Source: http://www.cnn.com/2003/WORLD/meast/06/25/sprj.irq.centrifug e/index.html

[Return to top]
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DHS/IAIP Products &Contact Information

The Department of Homeland Security's Information Analysis and Infrastructure Protection (IAIP) serves as a national critical
infrastructure threat assessment, warning, vulnerability entity. The IAIP provides a range of bulletins and advisories of interest to
information system security and professionals and those involved in protecting public and private infrastructures. By visiting the
IAIP web−site (http://www.nipc.gov), one can quickly access any of the following DHS/IAIP products:

DHS/IAIP Warnings − DHS/IAIP Assessements, Advisories, and Alerts: DHS/IAIP produces three
levels of infrastructure warnings. Collectively, these threat warning products will be based on
material that is significant, credible, timely, and that address cyber and/or infrastructure dimensions
with possibly significant impact.

DHS/IAIP Publications − DHS/IAIP Daily Reports, CyberNotes, Information Bulletins, and other
publications

DHS/IAIP Daily Reports Archive − Access past DHS/IAIP Daily Open Source Infrastructure
Reports

DHS/IAIP Daily Open Source Infrastructure Report Contact Information

Content and
Suggestions:

nipcdailyadmin@mail.nipc.osis.gov or contact the DHS/IAIP Daily Report Team at
202−324−1129

Distribution InformationSend mail to nipcdailyadmin@mail.nipc.osis.gov for more information.

Contact DHS/IAIP
 To report any incidents or to request information from DHS/IAIP, contact the DHS/IAIP Watch at nipc.watch@fbi.gov
or call 202−323−3204.

DHS/IAIP Disclaimer
 The DHS/IAIP Daily Open Source Infrastructure Report is a daily [Monday through Friday] summary and assessment
of open−source published information concerning significant critical infrastructure issues. This is an internal DHS/IAIP
tool intended to serve the informational needs of DHS/IAIP personnel and other interested staff. Further reproduction or
redistribution for private use or gain is subject to original copyright restrictions of the content. The IAIP provides no
warranty of ownership of the copyright, or of accuracy in respect of the original source material.
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